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Risk management professionals are comfortable analyzing the product, and the operational, tangible components of organizational risk related to the organization’s business functions. However, in today’s economic climate, if the goal of risk management is to identify, assess, and resolve financial risks before they become threats to a particular project or the organization as a whole, the identification and impact of costly behavioral risk cannot be ignored. The author advises risk managers and human resources professionals, who often operate as completely independent entities, to combine forces, knowledge, and strategies to view behavioral 

risks in terms of such risk management concepts as cost, control, and risk 

avoidance. 

     Although people are essential to accomplishing business goals 

and driving business success, risk management has not traditionally 

focused on the impact of organizational behavioral or “people” 

risk. Whether addressing such workplace issues as product liability, 

workers’ compensation, disability management, product tampering, 

property damage, or security concerns, almost every risk exposure 

includes a behavioral component that can be connected on some 

level to management and organizational dynamics. Risk management 

professionals are much more comfortable analyzing the product—the 

operational, tangible components of organizational risk related to 

the organization’s business functions. They are often puzzled when 

the discussion turns to the far-reaching, emotional and financial 

impact of behavioral risk, which can make the organization equally, if 

not more, vulnerable. 

     The concept of behavioral risk is a challenge because it is not always 

logical, concrete or rationale. It is hard to ascribe a mathematical analysis 

to behavioral risk. It does not fall into a neat equation. In this turbulent 

economic climate, behavioral risk, for example, can be related to 

relentless organizational change. While change can be positive on some 

level for most organizations, it can also be riddled with conflict and 

uncertainty for employees and can therefore create certain risks. Since 
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human resources professionals play a key role in organizational change 

management, they would benefit from learning and applying the principles 

of risk management to the changes occurring in their organizations. 

If part of the goal of risk management is to identify, assess, and resolve 

financial risks before they become threats to a particular project or 

the organization as a whole, the identification and impact of costly 

behavioral risk cannot be ignored. Risk managers and human resources 

professionals, who often operate as completely independent entities, 

should combine forces, knowledge, and strategies to view behavioral 

risks in terms of such risk management concepts as cost, control, and 

risk avoidance. 

TRADITIONAL RISK MANAGEMENT 

     Simply defined, risk is the possibility that an event will occur and 

negatively impact the achievement of organizational objectives. Once 

organizational goals are defined, risk managers: 

· Anticipate and identify risks associated with these goals (what, 

         when, and how risks arise); 

· Determine risk transfer (insurance or other financial products); 

· Rate risks according to the likelihood that they will occur (risk 

         evaluation and analysis); and 

· Determine risk response (risk management plan). 
     Each risk is prioritized. While risks with low priority may be accepted 

and monitored, all risks are monitored and reviewed on a regular basis. 

Risk can be related to external and internal factors such as: 

· Economics and the financial markets; 
· Regulatory climate; 
· Legal liabilities; 
· Competition; 
· Credit risks; 
· Social media; 
· Accidents; 
· Natural causes and disasters; and 

· The organization’s infrastructure and processes. 

     Risk can never be eliminated but the goal is to keep a strategic focus 

between the costs of managing the risk’s adverse effects and potential 

opportunities. The main thrust of risk management is to: 

    • Add value to an organization; 
    • Be an integral part of the organization’s processes and decisions; 
    • Be responsive to change; and 
    • Address uncertainty in a structured, systematic way. 
RECENT TRENDS IN RISK MANAGEMENT: 

ENTERPRISE RISK MANAGEMENT (ERM) 

     In the late 1990s, risk management started to move in a new direction. 

According to the ERM Committee of the Casualty Actuarial 

Society, risk management within organizations was elevated to senior 

management responsibility. In addition, the concept of enterprise risk 

management (ERM), a more holistic way of managing risk, was starting 

to take hold. One main reason for this change was the fact that 

organizational risks were becoming more prevalent and more complicated: 

“The advance of technology, the accelerating pace of business, 

globalization, increasing financial sophistication and the uncertainty 

of irrational terrorist activity all contribute to the growing number and 

complexity of risks.”(1) Looking through the lens to identify behavioral 

or “people” risks, actions related to the following issues must be added 

to the list: 

• Title VII; 
• The Americans with Disabilities Act (ADA); 
• Wrongful termination; 
• Negligent hiring; 
• Worker’s compensation; and 
• Astronomical health care costs. 
     If they have any risk management function at all, many organizations 

continue with the traditional risk management approach. A significant 

number, however, are moving into the realm of ERM. In ERM, everyone 

in the organization is responsible for identifying and managing potential 

risks. A formal risk management department is beneficial and exists in 

larger organizations, but those without the formalized function can also 

instill risk management principles to all business functions. 

     Once risks are identified, each party must ensure that this information 

is integrated into the overall planning and processes of the organization 

and its management activities. This will ensure communication and 

information for appropriate decision making and allocate sometimes 

limited resources for high priority risks. 

     ERM is a marriage between the technological and financial drivers in 

an organization and an understanding of risks related to its people. ERM 

gets everyone on the same page. It requires that each business function 

dissect the business and the industry to create a risk report card and 

roadmap. For example: 

· Are the policies and practices in sync with the organization’s 

         goals and strategies? 
· How do these current policies and practices compare to best 

         practices? 
· Where are the gaps in current practices? 
· What and where is the risk and what is a priority? 
     Answering these questions requires creative, proactive thinking, and 

a candid approach, as the strengths and weaknesses of each function 

need to be identified both internally and externally. When operating 

successfully, ERM is part of the organization’s culture and is reflected 

in all areas of practice. The Risk Insurance Management Society (RIMS) 

defines ERM as follows: 

     The ERM process should encompass all areas of risk management, 

prioritize and manage exposures as an interrelated risk portfolio rather 

than as individual “silos,” evaluate the risk portfolio in the context of all 

internal and external environments, systems, circumstances, and stakeholders, recognize that individual risks across the organization are interrelated and can create a combined exposure that differs from the sum of 

the individual risks, provides a structured process for the management 

of all risks (whether those risks are primarily quantitative or qualitative 

in nature), views the effective management of risk as a competitive 

nature, and seeks to embed risk management in all critical decisions 

throughout the organization. (2) 

     In a recent interview with Susan Ciliberti, Director, Risk Management 

at Pitney Bowes, a $5 billion corporation in the mail management 

industry, Ciliberti states that Pitney Bowes has created an ERM program 

that identifies 17 key risks and requires each business function to identify 

and evaluate these risks. This program involves senior management 

and the Board of Directors of Pitney Bowes. Ciliberti also says that risk 

is now being factored into the cost of the product and that a company’s 

ERM program is looked at by agencies such as Standard & Poor’s when 

it determines a company’s financial rating. (3) This is a good example of 

how risk management and other business functions, including human 

resources, can work together to identify and manage overall risks. 

THE ROLE OF HUMAN RESOURCES IN ERM 

     Human resources publications are replete with articles on the bid for 

human resources professionals to hold a seat at the corporate table, to 

be a force in the C-suite. Many HR professionals have made great strides 

in this area and are more prepared to define their function in terms of 

cost reduction and effectiveness as it relates to organizational goals. 

For those who have not, or for those who have a vague understanding 

about the elements of risk management but consider it the domain of 

the CFO and other financial functions, recent trends indicate that senior 

management is predominantly concerned with the risks arising from 

behavioral or “people” management. They expect human resources 

professionals to: 

· Alert them to potential costly risks in this area; 

· Create strategic decisions that are aligned with enterprise business 

     goals; 

· Justify solutions in dollars and cents; and 

· Add ongoing value.  
     Of all the landmines peppering the organizational landscape in these 

tumultuous times, none is more pressing and more emotionally charged 

than the risk associated with the behavior of employees. The implications 

for risk management in this area are significant. If human resources 

professionals aspire to have a seat at the table or the ear of the CEO and 

other senior management, it is imperative that they identify and manage 

behavioral risk in an ERM framework. 

     In his article on risk management for the human resources professional, 

Garry Ritzky outlines several risk-related questions that human 

resources professionals should answer about the human resources function 

in their organization: 

· Does human resources have a method of quantifying to management 

         the dollars of exposure the organization may have from discrimination         
         risks?

· Are human resources managers advising management how 

         much money to reserve to pay or defend employment 

         claims? 

· Does human resources track historical employment losses to 

         measure the success of employment practices, such as the 

         safety function does with its incident rate and workers’ compensation 

         experience modifier? 

· If the organization decided to purchase employment practice 

         liability coverage, could the human resources department provide 

         a five-year loss history, including expenses, settlement 

         payments, and investigation costs? (4)
BEHAVIORAL RISK: THE PRIMARY DOMAIN 

OF HUMAN RESOURCES 

     The possibility of creating a plan to assess and manage behavioral risk 

can at first seem overwhelming. Behavioral issues can impact virtually 

all areas of an organization, internally and externally, and can wreak 

havoc on many levels. These issues can also generate costly liability. 

In addition to creating policies and procedures that are aligned with 

organizational goals and ever changing regulatory demands, human 

resources manages benefits/compensation, complaint investigations, 

staffing, orientation, training, succession planning, career development, 

discipline, and performance management. Human resources also plays 

a significant role in ensuring high levels of morale and productivity and 

resolving interpersonal workplace conflicts. No other business function 

has this level of responsibility or pervasive impact throughout an organization. 
     In his article on human resources risk, Mark Hinton succinctly 

defines the current legal climate facing human resources and organizations 

today: “Employers are being held liable for the actions of their 

employees for what they ‘should have known or could have known’ and 

the actions they ‘should have or could have taken.’”(5)
     While most human resources professionals have some type of system 

to prevent and manage behavioral risk, many would benefit from 

the ERM perspective, which is an organized, thoughtful approach. This 

could save time and energy in the long run. One such method for 

this undertaking is a human resources audit. An audit can provide the 

groundwork to identify essential human resources functions and determine 

if they are being performed at an acceptable level. For example: 

· Are the human resources policies updated and consistently applied? 
· Is there a defensible procedure to investigate a sexual harassment 

         complaint? 
· Are employees trained in sexual harassment prevention? 

· Does the training cover all legally protected categories?
     An audit also communicates to senior management and the organization 

at large that the human resources function is focused, well managed, and able to anticipate and meet potential challenges. If applicable, it will show insurers, stakeholders, and potential investors that the organization is upfront and diligent in its business practices. 

     Finally, an audit allows for risks to be prioritized. The information that 

is gleaned can be used to justify the allocation of resources to manage 

or mitigate identified or potential risks. 

     If a risk management function exists within the organization, this 

would give human resources an opportunity to consult with a risk 

manager to get some guidance as to risk identification strategies. If not, 

then human resources can utilize a few tools. First, the various functions 

within human resources should be identified. A few brainstorming sessions 

with all key human resources personnel might be a good start. A 

list would be created with the various human resources responsibilities 

within the organization: 

• Recruiting/hiring; 
• Orientation; 
• Training; 
• Benefits/compensation; 
• Wages and hours; 
• Management; 
• Employee relations; 
• Safety and security; 
• Compliance/legal; 
• Workers’ compensation; 
• Training and development; 
• Labor relations; 
• Technology; 
• Employee rights; 
• Diversity; 
• Communication; 
• Documentation/records; 
• Termination/separation, etc.
     The brainstorming sessions can be a free flow of ideas and concerns, 

or a SWOT analysis can be performed where strengths, weaknesses, 

opportunities, and threats are looked at for each function. Surveys and 

questionnaires can also be used. In her article on human resources and 

risk management, Kimberli Mock, a human resources consultant for 

accounting firm Crowe Chizek & Co. LLP, identifies the most common 

errors uncovered in a human resources audit: 

     Lack of written policies and procedures or inconsistencies in administering 

them, poorly designed or indefensible compensation systems, 

non-existent or poor disciplinary documentation, lack of awareness 

regarding compliance requirements, and reliance on third party vendors 

to submit compliance forms such as COBRA. (6) 

     With this in mind, having solid knowledge of best practices for each 

function is a good starting point. There are plenty of tools available to 

help with this. Some questions to ask when investigating potential risks 

in the hiring, employee relations, legal, and safety and security areas of 

human resources might include the following: 
· Hiring 
              –  What is the process for selection and is it consistent 

                  throughout the organization? 
· Do we keep updated on legal requirements? 
· Are job descriptions available and current? 
              –   Are all applicant references checked? Should we do background 

                   investigations? 
· What is the quality of our new hire orientation program? 
· Do we have a program?

· Employee Relations
              –   Is the performance management process current and 

                   effective? 
              –   Are workplace policies in compliance with regulations, 

                  updated and applied fairly and consistently? 
              –   Is there a cohesive discipline process? Is documentation 

                  adequate and consistent? 
· Is there a structured system to report and investigate          grievances? 
· Are employees aware of it?
              –   Is the employee handbook complete, current, and 

                   available? 
·  Legal 
              –   Are we consistent regarding compliance issues? Is sound 

                  legal advice available? 
              –   Are there people, places, or situations that make us vulnerable 

                   to legal action? 
· Are practices and policies applied fairly and consistently? 
· Are employees trained on discrimination related to Title VII?

              –   Are managers trained to investigate and report incidents 

                   related to discrimination? Do they understand the consequences 

                   of retaliation? 
              –   Do we have a process to report and investigate unethical 

                   behavior? 
              –   Are supervisors and managers trained in conflict 

                   resolution? 
· Do we keep track of complaints and follow up? 
              –   Do we maintain updated records on incidents, settlements, 

                   and court cases? 
              –   Do we have an adequate system where confidential information 

                   is filed? 
   •    Safety and Security 
                – Do we have policies and procedures that cover incidents 

                   related to domestic violence and other workplace violence? 

                   What is our crisis management plan? 
       - Are we a drug-free workplace? Do we drug test? 
                – Do we have a procedure regarding reporting and response 

                   for workplace injuries and other incidents? Do 

                   we enforce it? 
                – Where are we most vulnerable regarding safety and 

                   security? 
                 – Do we have adequate lighting on building premises? 
                 – Do we have a procedure to manage intruders? 
                 – Is the building accessible to those who are disabled? Are 

                    we familiar with the requirements of the Americans with 

                    Disabilities Act? 

      This proactive process will take significant work upfront but the 

end results are invaluable and have implications on multiple levels as 

defined throughout this article. 

INSURANCE AND RISK MANAGEMENT 

     An article on risk management would not be complete without some discussion about insurance. The information explored throughout this article 

makes a good case for business insurance. What types of business insurance 

are available to organizations? One of the basics is general or business 

liability. According to Richard Wellington, principal and agency owner of 

Greenwich Insurance, this covers products and premise. “If a third party 

is injured due to a product or on premise and it is not a result of malice 

or intent, this insurance would cover it.”7 This policy also covers property 

damage. Insurance companies rate organizations and can deny insurance 

or charge higher premiums, of course, when high risk is assessed. 

     Another insurance product is employment practices liability insurance. 

These claims are related to actions brought by employees for acts 

on the part of the organization such as sexual harassment and other 

areas of discrimination, negligent hiring, termination, etc. In his practice, 

Mr. Wellington says that the majority of these claims occur when 

an employee leaves a company or is dismissed, for cause or not. When 

determining insurability and cost, insurance companies factor in claims 

history, an organization’s turnover rate, and a review of the organization’s 

employee handbook and disciplinary actions. They also look to 

see if an organization has a comprehensive training program designed 

to prevent discrimination and incidents related to employment practices. 

For some organizations, the cost of EPLI can be prohibitive. 

     Workers’ compensation is another costly necessity. Workers’ compensation covers employees injured while performing the normal duties of their job. Most organizations receive an experience rating which compares 

their claims history to claims of other organizations in the same 

industry. Having excellent safety plans and training in place can have a 

major impact on costs and claims. 

     Directors and officers liability insurance (D&O) is purchased more frequently now that there have been so many corporate scandals related to 

the wrongful acts of senior management in their capacity as organizational 

leaders. Senior management makes decisions that guide the organization. 

Actions that can be brought in this area can be the result of criminal and 

regulatory investigations and intentional financial harm. This might include 

the mismanagement of stock transactions, 401Ks, pensions, donations, etc. 

Many organizations have found it necessary to create ethics hotlines. 

CONCLUSION 

     Risk management must no longer be the exclusive domain of a few. 

As the economy continues in flux, the organizational landscape gets more complex, and the business goals take companies to places around the globe, it is imperative that companies shake off preconceived notions about risk management and view themselves as responsible participants in ERM.  When companies and their employees do their part to identify and mitigate the risks inherent in the work they do, they contribute toward maintaining the safety, integrity, and success of the workplace.
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